SA WG2 Temporary Document

Page 1

SA WG2 Meeting #123
S2-176973
23 – 27 October, 2017, Ljubljana, Slovenia
(revision of S2-17xxxx)
Source:
Ericsson, Qualcomm Incorporated
Title:
Aspects related to the NAS over IKE solution
Document for:
Approval 

Agenda Item:
6.5.10
Work Item / Release:
5GS_ph1 / Rel-15
Abstract of the contribution: This contribution discusses claims against the native IKE based solution to registration in untrusted non-3GPP access and concludes that they constitute rare cases that do not justify addition of a new EAP-5G protocol. 
Introduction

So far it has not been possible to conclude regarding non-3GPP access registration.

The topic was also discussed at SA plenary and SA gave the following guidance in SP-170782:

It is proposed for 3GPP:
· SA3 continues to evaluate the alternative solutions and informs, when there are any security concerns that would make a selection of a solution by SA2 unnecessary. Further, any new solution alternatives evaluated and considered valid solution alternatives by SA3 should be also submitted to SA2 in time.

· Any solution alternatives that SA3 considers as feasible from security perspective are expected to be submitted by Oct 13th for selection during SA2#123, which is before the usual submission deadline.
S2-175495 presented at SA2#122bis described the following issue for solution 1.49 (approach using native EAP over IKE), which has been mentioned to be “the major issue” by some companies for solution 1.49. 

Use Case 2: UE initiates a re-registration with AUTH in IKE_AUTH Req message; Temp-ID related security context exists in the AMF, but the AMF decides to authenticate the UE. This may be a frequent use case.

The AMF already has the IMSI and sends a request to authenticate the UE to AUSF. Then AUSF starts the EAP procedure over an IKE session that was started with AUTH i.e. w/o multiple exchanges. The question is then: is it possible to change from non-EAP/IKE (AUTH) to EAP/IKE (no AUTH) in the same IKE session?

This is not crystal clear in RFC 7296. If RFC 7296 does not allow to change from non-EAP to EAP in the same IKE session, the Vendor ID solution would require rejecting the NAS registration procedure with a specific cause value (as for use case 1) because only the initiator can initiate a new IKE session. 

As it is not a rare case, two IKE sessions would be too expensive with regards to computing resources (Diffie-Helmann with 5G constraints requires significant computing resources).
The argumentation in S2-175495 says that the possible second Diffie-Helmann (D-H) run is an issue because “it is not a rare case”. 

Observation: This gives the understanding that if the need to run a second IKE_SA_INIT (including D-H) is a rare case, then it is not an issue. 

We agree with S2-175495 that RFC 7296 is not clear on this topic. Therefore, this may or may not be an issue. Anyways, the possible issue is described in the figure below. That is, the flow cannot continue directly from step 5 to step 6 (i.e. from step 3 to step 8c from UE and IKE point of view), but additional intermediate steps 5a – 5e (in the green box) may need to be performed to set-up a new IKE session (including D-H within IKE_SA_INIT). 
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As quoted above, it is said in S2-175495 that “This may be a frequent use case”. We discuss in the following how frequent it actually is.

Registration management

The registration and connection management for 3GPP and non-3GPP access are somewhat similar, but they also have important differences as is specified in TS 23.501. One key difference is that periodic registration and mobility registration is not preformed over non-3GPP access. This is e.g. described in TS 23.501, clauses 5.3.2.3 and 5.3.2.4:  

5.3.2.3: When a UE registers with the network over the Non-3GPP access, the registration area for Non-3GPP access corresponds to a unique reserved TAI value (i.e. dedicated to Non-3GPP access). There is thus a unique Tracking Area for the Non-3GPP access to 5GC, that is called the N3GPP TAI.

5.3.2.4: The AMF shall not provide a Periodic Registration Timer for the UE over a non-3GPP access. Consequently, the UE need not perform Periodic Registration Update procedure over non-3GPP access. Instead, during the Initial Registration procedure and Re-registration, the UE is provided by the network with a UE non-3GPP Deregistration timer that starts when the UE enters non-3GPP CM-IDLE state.
Observation: The cases when (re-)registration over non-3GPP access is performed is drastically reduced compared to 3GPP access, and this also means less re-authentications related to state transitions.  

Connection management

Regarding connection management, the NWu connection (i.e. the IPsec tunnel) is released when transitioning to CM-IDLE state, and established when transtioning to CM-CONNECTED. Such re-establishment of the IPSec tunnel require the same amount of D-H exchanges in both native IKE approach and the EAP-5G approach.

A re-authentication of the UE can also happen when transitioning from CM-IDLE to CM-CONNECTED.  TS 23.501 clause 5.5.2 states: 

An UE cannot be paged on Untrusted Non-3GPP access.

Thus, for the UE to be reachable over non-3GPP access, it is desirable for it to stay in CM-CONNECTED state. This is captured in a Note in clause 5.5.2:

NOTE 3:
It is assumed that a UE that is RM-DEREGISTERED or CM-IDLE over the non-3GPP access will attempt to establish an NWu connection and transition to CM-CONNECTED mode whenever the UE successfully connects to a non-3GPP access unless prohibited by the network to make a NWu connection (e.g. due to network congestion).

Observation: Therefore, there can be assumed to be less transitions from CM-IDLE to CM-CONNECTED over non-3GPP access than for 3GPP access, and also therefore less re-authentications related to state transitions. 
Re-authentication during CM-CONNECTED

It is important to note that when re-authentication is performed when the UE is in CM-CONNECTED state, the UE needs to always start a new IKE_SA_INIT (which will directly lead to EAP authentication). This is because IKEv2 RFC requires the IKE session to be started from scratch in case re-authentication is required. This behaviour will be the same for native IKE as well as for “EAP-5G” solution, so there will be no need for a “second IKE_SA_INIT”.

Observation: For re-authentication in CM-CONNECTED state there will be no need for a “second IKE_SA_INIT”. A new IKE_SA_INIT is required for both EAP-5G and native IKE.
Simultaneous registrations

A UE can be registered to the same PLMN via both 3GPP access and non-3GPP access. As has been described above, for such UE there can be assumed to be much less state transitions over the non-3GPP access than over 3GPP access. If re-authentications are done typically with state transitions, there will be much more re-authentications over the 3GPP access. Therefore, it does not seem very likely that a UE, which is transitioning to RM-REGISTERED or to CM-CONNECTED state over non-3GPP access using an existing security context is re-authenticated over non-3GPP access if the UE has been recently re-authenticated over 3GPP access.  

Furthermore, there are the following cases how a UE can be connected via the non-3GPP access to 5GC:
1) the UE is simultaneously registered over 3GPP access and non-3GPP access to the same PLMN, 
2) the UE is simultaneously registered over 3GPP access and non-3GPP access to different PLMNs,
3) the UE is registered only over non-3GPP access.

If case 1) is more common than cases 2) and 3) cases, like we believe it to be, there will be even less need for re-authentication over non-3GPP access. 

Observation: Simultaneous registration will very likely mean even less re-authentications over non-3GPP access during state transitions. 
3.2
Summary 
Based on the observations made regarding the need for re-authentication over non-3GPP access, it can be concluded that the need to set-up a second IKE session and therefore run a second IKE_SA_INIT (including D-H) is a rare case and therefore it is not an issue.  
Combining this conclusion with the observation (also stated in S2-175495) that it is not clear in IKEv2 RFC 7296 whether the second IKE_SA_INIT is needed makes this even less of an issue.   

S2-175495 mentioned also another issue for solution 1.49: 

“Use Case 1: UE initiates a re-registration with AUTH in IKE_AUTH Req message; Temp-ID related security context exists in the AMF, but the AMF does not retrieve the UE context or does not achieve successful authentication within the AMF. In that case, the AMF needs to send a NAS IDENTITY Request to the UE to get its SUPI, but as IKE has included AUTH, multiple exchanges are not allowed…… We agree that it is a rare case,…”
In summary all issues brought up in S2-175495 are rare cases and should thus not be considered an issue for the native IKE solution.
Conclusion

Since both Use cases 1 and 2 in S2-175495 are rare cases and the system can recover from them (with possibly needing some minor enhancements), it does not seem appropriate to define a totally new EAP method (EAP-5G) to solve these rare cases. Instead, the solution based on native EAP over IKE should be used and any possibly needed changes to the existing solution should be made. 
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